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corad the risks companies face when they keep

JTB hack underscores need for revamp of cybersecurity in Japan

A massive data breach at Japan's largest travel agency has underscored the
risks companies face when they keep sensitive data on networks connected to
the internet, experts say. Some warn government systems are especially
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ATTACKS/BREACHES

Cybercriminals Seized Control of
Brazilian Bank for 5 Hours

Sophisticated heist compromised major bank's entire DNS infrastructure.

KASPERSKY SECURITY SUMMIT 2017 — St. Maarten — Cybercriminals for
Kelly Jackson five hours one day last fall took over the online operations of a major bank and
Higgins intercepted all of its online banking, mobile, point-of-sale, ATM, and investment
transactions in an intricate attack that employed valid SSL digital certificates
and Google Cloud to support the phony bank infrastructure.

BB The attackers compromised 36 of the bank's domains, including its internal
emall and FTP servers, and captured electronic transactions during a five-hour
period on Oct. 22, 2016. Researchers estimate that hundreds of thousands or
possibly millions of the bank's customers across 300 cities worldwide,

A 0 COMMENTS including in the US, may have been victimized during the hijack window when

COMMENT NOW customers accessing the bank's online services were hit with malware posing
as a Trusteer banking security plug-in application. The malware harvested

Login login credentials, email contact lists, and email and FTP credentials, and

i disabled anti-malware software on the victim's machine to avoid detection.
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& In recent years, Internet use has
grown faster in Latin America than in

any other region in the world*

& Combine with developing LATAM
economies that are increasingly

technologically savvy?

According to Inter-American Development Bank, LATAM faces cybercrime losses
estimated at US$90B a year

Source: 1 XL Catlin February 2016, 2 Kaitlin Lavinder — The Cipher Brief
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Cyber Insurance at a Glance
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1st Party

Business Interruption
Data Breach Response
Cyber Extortion

Data Recovery

& Product has been around ~ 18 years
& Evolved from Tech E&O product

& Claims-made policy form

& Underwriting use of third party analytics

Traditional
Cyber
Insurance
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3rd Party

Network Security Liability
Privacy Liability

Regulatory Defense

& Short to medium tail in nature
& No standard form in market

& Vendor response services critical

& Written on standalone basis or blended
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Continued Growth

#2016 Premium Estimate: $3.5B-$4.5B :
° Mostly U.S. Global Cyber Premium Growth ($, B)
* ~$500M Europe >$208?
* $10-$15M Latin America !
* Asia Pac emerging e :
% More industries purchasing o1 -5 52 S |
@ Companies of all sizes purchasing —— — . .
2012 2013 2014 2015 20XX
& Companies purchasing more limits Source: Aon, D&P Estimates

@ Evolving regulatory requirements

@ Third party requirements

& Top concern of Boards Dowling and Partners: “One of few
growth markets in the P&C industry”

PWC anticipates $7.5B premium by 2020,
Allianz estimates $20B by 2025

& More data being created and stored
% Business interruption growing concern
60+ carriers in U.S. market (a lot of supply)

@ Coverage broadening
& Enhancement in modeling and data analytics
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Early Stages
@ Carriers: AIG, XL Catlin, Allianz, Chubb, Liberty, SURA, Travelers Brazil

& Limits: up to $10M ($5M more common maximum limit)
@ Financial Institutions, airlines, government entities purchasing
& Overall litigiousness low
& Lack of common framework regarding Data Protection
* 4 out of 5 countries do not have cybersecurity protection plans in place?

Expect Increase in Demand

& 11% of business in LATAM hit by a cyber attack in past 12 months?2

@ Brazil saw 197% year-over-year increase in cyberattacks in 2015

& Increase in number of countries establishing regulations

& Companies are becoming more aware of cyber exposures (Mossak Fonseca)

Source: 1 E&Y 2017 LATAM Insurance Outlook, 2 Grant Thornton
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v' # and sensitivity of data

v' Privacy policy v" Vendor management

v’ CPO? Risk v' Business continuity plan
v' Compliance with regulation§ L ERET D Eh v Employee training

v' User access controls v’ Disaster recovery plan

L J

Data and

INSURED

Network Security

1
- I 1

Coverages requestec

Nature of Industry
Pricing Terms and

SIR Conditions
Loss history

Network security policy
Encryption

Firewalls, logging, etc.
Physical security
CISO? / IT Staff

v
v
v
v
v

AN NI NN

@ Difficult classes include Public Entities, Utilities, Energy, Social Networking, Higher

Education, Large Retail, Healthcare, Payment Card Processors, Adult Websites, etc.
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Records: >5M PII, >56M PHI
87,900 employees

Written Privacy policy

CPO in place

PCI Compliant

User access controls

ASANRNENENRN
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Extortion, Fines / Penalties, Breach
Notification, Network security and
privacy liability requested

No Business Interruption requested
Industry: Retalil

$25M SIR
No cyber claims in last 5 years
Geography: Mostly U.S.

Risk
Management

U.S.
Exposed
Retailer

$12B
revenues

Terms and

Conditions

ISRV

AN

<]

Written contracts with all vendors

Business continuity plan in place and tested
Employee training on privacy and network
security

Disaster recovery plan in place and tested

Data and

Network Security

1
I 1

Written network security policy

Encryption in transit, mobile devices and at
rest

VPN / Multi-Factor authentication

Firewalls, logging, malware protection,
penetration testing

Physical security controls

CISO in place

& $65M limits requested, 8 carriers
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Source: CRO Forum Report — “Cyber Resilience — The Cyber risk challenge and the role of insurance”
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Numerous areas potentially exposed in the event of a cyber-attack:

v' Loss of Intellectual Property v" Breach of contract

v" Property damage v' D&O and transactional liability

v' Business interruption v" Product liability and recall

v Reputational damage v’ Stock drops, loss of profits

v Fines/penalties/regulatory actions v Costs to notify/breach response costs
v Bodily injury v Lost data

v' Extortion v Loss of monies transferred

“Cyber attacks may stem from a wide array of actors, affect all industries and result
in varying levels of damage to data, critical systems, physical property, and even
disrupt business continuity. For this reason, cyber risks can trigger a variety of

. - 7
Insurance SOIU“O”S . Source: CRO Forum Report — “Cyber Resilience — The Cyber risk challenge and the role of insurance”
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Cyber Insurance Obstacles
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Aggregation
concerns

Changing
technology

IT talent
shortage

Coverage
broadening

Increased and
evolving
regulation

Lack of
historical data

Sophistication
of hackers

Inconsistent
case law

Educational
gap

Treatment of
terrorism

Insurance
talent shortage

Lack of
catastrophic
events
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Claims Environment

Motives
Crime
Hacktivism
Espionage
War
“Fun”

Loss Drivers
Severity: # of
records
Frequency: Poor
security and
controls, employee
negligence

Industries Targeted
Retail

Healthcare
Education
Utilities / Energy
Financial Services
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Sources
Hacker
VEWEIEAITS
Staff mistake
Nation State
Rogue Employee
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Claims Trends
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Physical Damage
on the Rise?

A DRIAD) A Cybeatack as Causd Confirmed PhysclDaagefor the Second T Ever

Growth in
Ransomware Attacks

22 Hospital Declares ‘Internal State of Emergency’
After Ransomware Infection
A Kentucky hospital says it is operating in an “internal state of emergency” after a ransomware

attack rattled around inside its networks, encrypting files on computer systems and holding the
data on them hostage unless and until the hospital pays up.

¢

Residency Program Services Corporate Health

Methodist Hospital
awarded Magnet™
recognition

Increase in Attacks against
Critical Infrastructure

Hackers attacked the U.S. energy grid 79
fimes this year

Rise in
Social Engineering

07 FBI: $2.3 Billion Lost to CEO Email Scams
K30 5 6s @ m

Airline System
Failures

Southwest Airlines
computer outage grounds
fleet nationwide

1ICAGO -- Southwest Airlines flights across the country were held up

Internet of Things
Hacks

theguardian

opinion  sports soccer tech arts lifestyle fashion business travel environment = browse all sections

DDoS attack that disrupted internet was
largest of its kind in history, experts say

Major cyber attack disrupts intemet service across Europeand US

T — .
fium 2004 stes 00/ 2VISOP

Four Seasons Resort and
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Bodily Injury Mobile Apps

Internet of Physical

Damage

Biometric

Aviation
& Marine

Social
Engineering

Critical
Infrastructure

Supply Chain
Cloud Computing Ransomware
Cyber Terrori
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& Global cyber team with four dedicated individuals
& Committee with 22 representatives from various product lines, divisions, regions

& ERM is key — extreme event scenarios, aggregation tools, risk tolerances,
referrals, tracking across product lines, portfolio management

Proactive Risk

Management

Knowledge Exchange New Product

and Communication Development
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For your cyber treaty and facultative needs across the globe...
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Kara Owens

Global Head of Cyber Risk
T. (1) 212 365 2129

E: kowens@transre.com

Nous apprécions le risque.
Wir schatzen Risiko.

Lauren Markowski

AVP, Cyber Risk

T: (1) 212 365 2301

E: Imarkowski@transre.com

Rhett Hewitt
AVP, Cyber Risk
T: (44) 20 7204 8676

E: rhewitt@transre.com
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